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Abstract

We formalize the information-theoretic boundaries of the Rosario Primitive, with emphasis on the
observable channel and the limits of adversarial inference. The central claim is not merely that the
system is hard to break computationally, but that, in the ideal regime, the observable channel is
constructed so that it carries zero mutual information about the hidden state beyond a nonce-
scoped event-validity residue. In the non-ideal regime, the architecture admits explicit leakage
bounds that remain small, measurable, and non-accumulative under proper implementation
constraints.

The analysis focuses on five linked ideas: (1) the distinction between hidden state and observable
residue, (2) the role of microsecond-bound geometry in destroying replay value, (3) the Mechanical
Displacement Axiom and its entropy consequences for interface observation, (4) the factorial
uncertainty induced by a private bijective morphism, and (5) a formal real-vs-simulated transcript
security game that captures distinguishability and inference advantage in both classical and
quantum settings [16,17]. The result is a framework for stating and auditing the system’s
information-theoretic guarantees in language suitable for technical review.

The core conclusion is precise: the public channel may emit a binary event outcome, but that
output is a historical residue tied to a unique hidden geometric alignment. It is not a reusable
credential [6,7], not a coordinate of the secret [11], and not a predictive bit for future sessions [5].



This distinction is the key to understanding the Rosario Primitive as an information-theoretic
authentication and attestation architecture rather than a conventional hardness-only cryptosystem.

Keywords: information-theoretic security; authentication; observable channel; mutual information;
perfect secrecy; Rosario Primitive; session-bound residue; Mechanical Displacement Axiom; private
bijective morphism; replay resistance; credential stuffing; passkey; WebAuthn.

1. Introduction

Many security systems are evaluated by a single question: how difficult is it for an attacker to
compute the secret? That framing is incomplete. A stronger and more useful question is: what
information does the attacker actually observe, and does the observable channel reduce
uncertainty about the hidden state?

This paper adopts the second framing.

The Rosario Primitive is designed around an information-theoretic objective. The observable
channel should not reveal the hidden state coordinates required to reconstruct a valid proof event.
Even if an attacker records every visible artifact, the recorded data should not collapse the
hypothesis space of possible secrets, private mappings, or future-valid witness alignments. The
attacker may learn that an event succeeded at a specific moment. But that success must be non-
predictive and non-transferable.

That is why the architecture is best understood through Shannon theory [1,2].

The system does not rely solely on computational hardness in the familiar sense of factoring [37],
discrete logarithms [38], or algebraic inversion. Instead, it is structured so that the transcript
channel is conditionally independent of the hidden state under the public challenge context. In the
ideal regime, this is expressed as zero mutual information [2,3]. In real deployments, the target is a
bounded, auditable deviation from that ideal, with no useful accumulation across sessions because
the hidden geometry is re-randomized at microsecond granularity [12].

The paper proceeds as follows. Section 2 defines the hidden state, the observable channel, and the
event-validity residue. Section 3 introduces the ideal and non-ideal inference-advantage
framework. Section 4 analyzes the Mechanical Displacement Axiom and the entropy of biometric
observation. Section 5 formalizes hypothesis space expansion under a private bijective morphism.
Section 6 treats the event-validity residue and temporal fossilization. Section 7 gives a formal
security game (real vs. simulated transcripts). Section 8 addresses quantum attacks and why the
main defense is information absence, not trapdoor hardness. Section 9 summarizes implementation
conditions for maintaining the information-theoretic boundary. Section 10 provides a compact
summary of the three defensive layers. Section 11 concludes with the practical meaning of the
residue: public auditability without secret leakage.



2. System Model and Information Variables

2.1 Hidden State

Let the hidden state be denoted by:

where:

 is the active secret, or active selector-path witness chosen from a family of committed
secrets;

 is the private bijective morphism (the user’s private synonym map);
 is the hidden entropy field embedded in the verifier/prover environment;

 is the microsecond-bound time coefficient used in session geometry derivation;
 denotes additional hidden geometric parameters (ring offsets, leaf assignments, internal
derivation state, and related manifold parameters).

The adversary does not observe  directly.

2.2 Observable Channel

Let the observable channel be denoted by:

where:

 is the public session context (challenge metadata, protocol framing, public labels, timing
envelope, and any publicly visible interface state);

 is the observable witness representation, if any (for some implementations, this may be
visible labels, interface actions, or synonym declarations);

 is the public validation residue, typically a binary success/failure output.

In some deployments, the public witness component  is reduced or hidden, in which case the
channel is:

This paper covers both forms. The stronger target is the residue-centric channel.

2.3 Session Geometry

The hidden session geometry for round  is derived as:
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The exact implementation of  may vary, but the critical property is invariance of derivation
between prover and verifier and fresh re-randomization of geometry with each microsecond-
scoped  [12].

This implies a core operational fact:

A witness aligned to  is generally misaligned to  for .

This is the root of non-replayability.

2.4 Event-Validity Residue

The verifier evaluates internal membership or consistency predicates across rounds and
accumulates them into one internal aggregate predicate. Let:

where  is the hidden round predicate for round .

The public output is then:

This output is deliberately minimal. The public channel does not expose the vector ,
the failure index, or partial correctness. The output  is a historical statement only: the submitted
witness array either validated or failed for the unique hidden state and session geometry associated
with that event.

This distinction is central. The output is often called a “bit,” but in this architecture it is better
described as an event-validity residue. It is a record of a completed event, not a coordinate of the
hidden state.

3. Quantitative Inference-Advantage Framework

3.1 Adversarial Objective

Consider a passive adversary  attempting to infer a predicate  of the hidden state from the
observable channel. Examples include:

“Which secret  from a secret family was active?”
“What is the private morphism ?”
“Which target zone was intended for a given interface movement?”
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“Can a future-valid witness be predicted from prior observations?”

The proper metric is not only computational cost but also inference advantage: how much does
observing  improve the adversary’s posterior over ? [3,4]

3.2 Ideal Regime

In the ideal regime, the architecture targets:

Equivalently, for any predicate  over , the posterior remains equal to the prior:

This is the strongest form of the claim: conditioned on the public challenge context, the observable
channel does not reduce uncertainty about the hidden state [2,3,4].

In this regime:

transcripts are indistinguishable from simulated transcripts generated without access to ,
interface observations remain uniformly ambiguous across hyperplane leaves,
synonym observations do not reveal the private morphism,
the event-validity residue  does not identify the active secret in a family.

3.3 Non-Ideal Regime

Real implementations are never perfectly ideal. Timing jitter, rendering asymmetries, human
behavior variance, and hardware effects may introduce bounded leakage. The correct formulation is
then:

for a small implementation-dependent .

Likewise, distinguishability and inference advantages are bounded by a small function of
implementation balance parameters. Let  denote a balance deviation term (capturing non-
uniformity in zone transitions, interface timing bias, or imperfect symmetry). Then one may express:

with  as .

The architecture is therefore not “all or nothing.” It supports a measurable path from theoretical
target to implementation bound.
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3.4 Inference-Advantage Interpretation

The practical interpretation of the table is:

In the ideal regime, the adversary’s inference advantage is zero.
In the non-ideal regime, any advantage is bounded and linked to observable imbalance, not to
the cryptographic core.
Because the session geometry re-randomizes with , leakage does not accumulate cleanly
across sessions unless the implementation repeatedly violates the same balance
assumptions.

This is important for peer review. It states a testable boundary. The system’s security can be
audited in terms of measurable deviations from symmetry and uniformity [9,20].

4. Mechanical Displacement Axiom and Maximum-Entropy
Interface Observation

4.1 The Problem of Biometric Side Observation

In many interactive systems, an observer can learn by watching:

gaze direction,
dwell time,
finger movement,
cursor motion,
keystroke cadence,
body orientation.

Even if the cryptography is strong, the interface can leak the target coordinate. This is a common
weakness in practical authentication systems [33,34].

The Rosario architecture addresses this with a structural rule: the Mechanical Displacement
Axiom.

4.2 Mechanical Displacement Axiom

The axiom states that any legal interface movement causes a simultaneous, balanced transition
across all hyperplane leaves:

exactly one value enters each leaf,
exactly one value leaves each leaf,
all leaves transition in lockstep.

This is the “simultaneous 1-in / 1-out” property.

τ



The consequence is immediate: observing that “something changed” in the interface does not
identify which leaf is the target, because every leaf changed.

4.3 Entropy of the Visible Leaf Target

Let  be the random variable representing the target hyperplane leaf among  leaves. Under
balanced displacement and absent knowledge of the private morphism, the observer’s posterior
over leaves remains uniform:

The Shannon entropy is therefore maximal [1]:

This is not merely “high entropy.” It is the maximum entropy possible for a system with  leaves.

For a six-leaf manifold:

This means each visible movement is consistent with all six target leaves. The observer sees
activity but gains no directional narrowing.

4.4 Why This Matters for Gaze and Dwell-Time Attacks

Suppose an observer tracks eye focus or cursor dwell and claims to infer a “target zone.” In a
conventional interface, this can be informative because only one region changes meaningfully at a
time [33,34].

Under the Mechanical Displacement Axiom, that logic fails. Every region undergoes a synchronized
state transition. A dwell event may correlate with user cognition or motor action, but not with a
unique target leaf. The observed behavior is equally compatible with any leaf because the visible
manifold updates globally.

Thus, the information available from a biometric side channel is capped by the uniform leaf
distribution [33,34]. The adversary’s posterior remains flat at the leaf level before even considering
the private morphism.

4.5 Non-Ideal Balance and Entropy Deviation

If implementation imbalance causes slight bias, then the distribution becomes:
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The entropy becomes:

As long as  is small for all , the entropy remains close to . This gives a concrete audit
target: measure transition bias and bound entropy loss.

5. Hypothesis Space Expansion Under the Private Bijective
Morphism

5.1 Extrinsic Witness Principle

The observable witness, when present, is not a direct statement of the target leaf. It is an extrinsic
declaration in a synonym space. The user (or proving agent) internally applies a private bijective
morphism:

where:

 is the set of hyperplane leaves (public-facing labels, zones, or color leaves),
 is a disjoint synonym set used for witness declaration.

Because  is private, the observer cannot interpret a synonym declaration as a leaf index without
first recovering the permutation [16,21,22].

5.2 Factorial Ambiguity

If there are  leaves and the synonym map is bijective, then the number of possible private
morphisms is:

Assuming no side information about , the observer’s prior over mappings is uniform:

The entropy of the mapping space is:
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For :

This is larger than the leaf entropy. That is the key point: the witness declaration does not collapse
uncertainty; it expands the hypothesis space because the observer must now infer both the target
leaf and the hidden permutation [3,4].

5.3 Combined Uncertainty

At a minimum, the observer faces uncertainty over:

1. target leaf ,
2. private morphism ,
3. active secret  (possibly one of many equal-length secrets),
4. session geometry  induced by hidden entropy and microsecond time.

A simplified lower bound on uncertainty in the ideal regime is additive when variables are
independent under the conditioning assumptions:

The witness declaration cannot be treated as collapsing this space, because it is expressed in the
extrinsic synonym space. Without , the declaration does not identify .

5.4 Multi-Secret Families and Scenario Expansion

The architecture permits multiple committed secrets under a single private morphism. Let:

be a family of secrets, and let  be the secret index. If the active secret is chosen from the family
and equal-length formatting is maintained, then the observable event shape can remain invariant
across .

The desired secrecy condition is:

In plain language, the observer cannot tell which secret in the family was used, even after seeing
the transcript and residue.

This is a powerful “many-universes” effect. Each observed event is consistent with multiple hidden-
state scenarios, and the system is built to preserve that ambiguity. The hypothesis space does not
collapse.
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6. Event-Validity Residue and Temporal Fossilization

6.1 The “Bit Leakage” Misinterpretation

A frequent objection is that the system emits a pass/fail result, so it must leak one bit of information.
That statement is mathematically incomplete [21,22]. The correct question is: one bit about what
variable?

The event-validity residue  does reveal one bit about a historical event:

the submitted witness array validated (1) or failed (0)

But the security claim does not require  to be independent of the event itself. It requires that 
not reveal hidden-state coordinates useful for future inference, replay, or secret reconstruction
[11,15,23].

6.2 Scenario-Scoped Information

The residue is scenario-scoped to the unique tuple:

where  abbreviates the session geometry induced by hidden entropy and the microsecond
time coefficient. The residue says only that the event was valid for that tuple at that instant.

Because the geometry is re-randomized at microsecond granularity, the hidden alignment is
destroyed immediately after the event. The residue is therefore a temporal fossil: evidence of a
past alignment, not a handle on a future one [13,14].

6.3 Formal Non-Predictiveness

Let  be the residue at time , and let  be hidden state or geometry coordinates relevant to
a future session at . The target property is:

This is the practical meaning of non-replayability at the information level. A success residue at time
 does not improve prediction for the hidden geometry or valid witness coordinates at time .

6.4 Ledger Semantics

This property is especially important when residues are recorded to a ledger or audit log [5]. The
log remains useful for governance because it records that a proof event occurred and whether it
succeeded. Yet the log does not become a secret-bearing artifact.
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That is a major distinction from many systems where logs, traces, or error records become attack
material [10,35].

7. Formal Security Game: Real vs Simulated Transcripts

7.1 Purpose of the Game

To make the information-theoretic claim precise, define a distinguishing game between [16,17,19]:

a real transcript generator using the hidden state ,
a simulator that has no access to  but knows the public session context and output rules.

If an adversary cannot distinguish these games, the observable channel does not carry exploitable
structure tied to the hidden state.

7.2 Real Game 

In the real game, the challenger samples hidden state  and for each session :

1. derives session geometry  from hidden entropy and ,
2. obtains or generates witness behavior consistent with the hidden state,
3. runs the internal accumulator and emits an observable transcript .

The adversary sees the sequence .

7.3 Simulator Game 

In the simulator game, a simulator  receives only public session contexts  and the
aggregate reporting rules. It does not know .

It generates synthetic observables  consistent with the public channel format and
residue policy.

If the channel is truly zero-information with respect to hidden-state coordinates, then the simulator
can match the real transcript distribution without access to  [17,18].

7.4 Distinguishing Advantage

Define the adversary’s distinguishing advantage as:

$$ ^{}*{} = | —————————————————————–
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The non-ideal implementation target is:

for a small measured bound .

7.5 Inference Advantage from Distinguishability

Distinguishability and inference advantage are linked. If real and simulated transcripts are
indistinguishable, then no adversary can extract hidden-state predicates from the observable
channel with nontrivial advantage.

Thus, for any predicate :

where  captures approximation terms from the modeling assumptions.

This is useful for review because it provides a clean proof strategy:

first bound distinguishability of transcript channels,
then inherit bounds on inference of secrets, mappings, and future-valid states.

8. Quantum Perspective: Why Information Absence Beats Speed

8.1 The Wrong Question About Quantum Attacks

A common quantum-era question is whether Shor [30] or Grover [31] breaks the system. That is the
right question for trapdoor cryptosystems and symmetric-key search spaces. It is incomplete here.

The primary defense of the Rosario Primitive is not “the hidden value is too expensive to compute.”
It is “the observable channel does not contain the information needed to define the target state.”

This changes the meaning of quantum speedup.

8.2 Shor-Type Attacks

Shor’s algorithm applies to algebraic structures such as integer factorization and discrete
logarithms [30]. The Rosario information boundary does not depend on such a trapdoor. There is
no exposed algebraic key relation in the observable channel for Shor to exploit [37,38].

So the relevant advantage is:
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not because the system is “harder than RSA,” but because the attack surface is structurally
different [24,26,28,40].

8.3 Grover-Type Attacks

Grover’s algorithm provides a quadratic speedup for unstructured search [31]. If an attacker
attempts brute-force search over a forgery space of size , Grover reduces the complexity from

 to .

In the Rosario framework, this is still not enough for two reasons:

1. The search space includes factorial and combinatorial uncertainty (private morphisms, secret
families, geometry alignment), so  can remain very large.

2. The target itself moves with microsecond-bound geometry. A valid alignment for time  is
generally invalid for time .

Thus, even if the attacker searches faster, they are chasing a time-varying target. Computation
speed does not solve missing information or temporal invalidation [23,32].

8.4 Information-Theoretic Barrier to Inference

Most importantly, Grover does not help against a channel with zero mutual information [2,3]. If:

then no algorithm, classical or quantum, can extract hidden-state information from  because the
information is not present.

This is the strongest part of the security story. It is not a statement about computational limits. It is
a statement about channel content.

9. Implementation Conditions for Maintaining the Information
Boundary

The ideal regime is a design target. To preserve it in practice, implementation discipline is required.
The most important conditions are structural, not cosmetic.

9.1 Balance of Hyperplane Transitions

The Mechanical Displacement Axiom must be implemented faithfully. Any systematic imbalance in
leaf transitions can create bias and reduce entropy [9].
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Operational requirement:

synchronized, uniform leaf updates for each legal movement,
no hidden UI asymmetries that privilege one leaf.

Audit metric:

estimate  deviations and compute entropy loss from .

9.2 Suppression of Round-Level Diagnostics

The black-box accumulator must not emit partial correctness or failure localization.

Operational requirement:

only full-event residue  is public,
no “which round failed,” “how many rounds passed,” or timing-derived equivalents.

Audit metric:

inspect API responses, logs, telemetry, and UI feedback for hidden gradients.

9.3 Strict Microsecond Geometry Binding

The verifier and prover must derive geometry from hidden entropy and microsecond-bound 
consistently, and stale geometries must be rejected [5,12].

Operational requirement:

enforce nonce/time freshness windows,
bind residue and verification to the exact session context.

Audit metric:

measure replay acceptance probability across shifted .

9.4 Private Morphism Isolation

The private bijective morphism  must remain isolated from the observable channel and from
analytics or telemetry streams.

Operational requirement:

no logging of mapping hints,
no debug traces of internal leaf-to-synonym correspondence,
no UI artifacts that encode  persistently.
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Audit metric:

simulator-based distinguishability testing on witness declarations.

9.5 Equal-Length Secret Family Policy (if used)

If multiple secrets are supported and secret-index privacy is desired, event shapes should remain
invariant across active secrets.

Operational requirement:

equal-length or shape-normalized secret families,
fixed round count and uniform witness formatting across secret alternatives.

Audit metric:

test  empirically via classifier indistinguishability.

10. Summary of Information-Theoretic Isolation

The architecture can be summarized as three observable categories and three defenses:

10.1 Interface/Biometric Observation

Raw observable: motion, gaze, dwell, keystroke timing
Defense: Mechanical Displacement Axiom
Effect: target leaf uncertainty remains near-uniform, with entropy near 

10.2 Witness Observation

Raw observable: synonym or response symbol (if visible)
Defense: private bijective morphism 
Effect: factorial hypothesis expansion, entropy contribution 

10.3 Validation Outcome Observation

Raw observable: binary pass/fail residue 
Defense: microsecond-bound hidden geometry and black-box accumulation
Effect: historical residue only; no predictive information for future sessions

These three defenses work together. No single mechanism carries the full burden. The Mechanical
Displacement Axiom preserves leaf ambiguity. The private morphism severs semantic
interpretation. The microsecond geometry binding destroys replay value and future predictiveness.
The black-box accumulator prevents incremental leakage.
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That layered design is why the information-theoretic boundary is robust.

11. Conclusion

The Rosario Primitive’s strongest claim is not merely computational strength. It is a structured
information-theoretic boundary between hidden state and observable channel.

In the ideal regime, the observable channel satisfies:

meaning the public artifacts of a proof event do not reduce uncertainty about the hidden state
coordinates required to reconstruct secrets, private mappings, or future-valid witness alignments
[1,2,3]. In the non-ideal regime, the architecture admits explicit leakage bounds tied to measurable
implementation imbalance rather than to the cryptographic core.

This distinction matters. It means the system can be evaluated and improved using concrete
entropy and distinguishability metrics. It also means the public validation output can remain useful
for audit and governance without becoming a secret-bearing artifact.

The event-validity residue is therefore best understood as a historical fossil: a record that a specific
hidden-state alignment succeeded under a specific microsecond-bound geometry. It is not a
reusable credential [6,7,10], not a revealing bit of the secret [11,15], and not a predictor of future
validity [5]. That is the central information-theoretic insight of the Rosario Primitive.

For authentication and attestation systems, this is a meaningful shift in design philosophy. Security
is no longer defined only by how hard it is to compute the secret. It is defined by whether the
observable channel ever carries the secret’s coordinates in the first place [5,6,8].

Appendix A: Compact Formula Reference

Hidden State and Observable Channel

Session Geometry

Internal Accumulation and Public Residue

I(X; O ∣ C) = 0

X = (K, Φ, E, τ, Θ)

O = (C, W , Y ) or O = (C, Y )

Gr = f(E, τ, r, Θ)



Ideal and Bounded Leakage

Leaf Entropy Under Balanced Displacement

Private Morphism Entropy

Secret Family Index Hiding

Distinguishing Advantage

$$ ^{}*{} = | ————————————————–

| $$

Appendix B: Plain-English Reading of the Main Claim

The public channel can tell an observer that an event succeeded. It does not tell the observer what
secret was used, how the private map was configured, which hidden geometry made it valid, or how
to repeat that success later [2,3]. The system is designed so that every visible clue points to many
possible hidden explanations, and the one thing the observer can learn (success/failure) expires
immediately as a useful signal because the hidden geometry changes with time [6,10,35].
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